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Acronyms and their abbreviations

This section contains the acronyms used in this document, along with their corresponding full forms, to

enhance user comprehension.

Abbreviation Full Form ‘
ISO Independent Sales Organization
-PAN Primary Account Number
PCI DSS Payment Card Industry Data Security Standard
Sub-ISO Subsidiary Independent Sales Organization
Introduction

The Vault is an exclusive feature from Envoy Business Systems. It allows merchants to securely storeand
retrieve customer card details, enabling quick and efficient transactions. The Vault is a premium featurethat
ISOs will need to subscribe to additionally to enable and extend to their merchants. The Vault stores card
details following the Payment Card Industry Data Security Standard (PCI DSS) policies and procedures.

Once the card details are stored, they will be accessible by the merchant without the need to verify them

with the customer.

Objective & Scope

This comprehensive document has been created to serve as a knowledge base for the ISOs, Sub-ISOs,

merchants, and operators on the new exclusive feature, The Vault.
The document's scope includes:

1. Providing an in-depth overview of The Vault feature, introducing the feature,and outlining the

benefits it offers to merchants.

2. Offering a step-by-step guide for ISOs and Sub-ISOs on how to enable or disable The Vault feature for

their respective merchants.

3. Offering a step-by-step guide for merchants on how to add, view, edit, and delete customer card details

using The Vault feature.

4. Offering a step-by-step guide for merchants on how to process customer transactions utilizing The Vault

feature.
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Prerequisites

The Vault User Guide

1. Access to The Vault feature is exclusive to merchants and is facilitated through the Envoy Business

Systems Portal. As a prerequisite, the merchant must have login access to the Envoy Business

Systems Portal.

2. The Vault feature is available to subscribed merchants once access is granted by an ISO or Sub-ISO.

ISO or Sub-ISO users can enable or disable this module for their merchants as needed, and

merchants can do the same for their operators. It's essential for merchants to confirm that their

access to The Vault module has been authorized by their ISO or Sub-ISO before attempting to use it.

To verify access, simply check if The Vault module is visible and accessible on the Envoy Business

Systems portal's left navigation bar when logging in with your credentials.

{+ Home B mro v
O User Management " t No. of Transact Avey. Ticket Siz
AL ¢ . ! 2
™M so 5 < $0.00
(@ Transactions 9
G virtual Terminal Transactions Overview *
S0
[ pevice Management W Curent Montn [l Last Meatn
D Engage My Customer §2
s18 ID
() shield RT $16
5.4
Contact Us §1z shorte
3]
TA
ST Tickets o8
50.6
[ vaun ot
Add Customer
£ settings List Customer 1 = ¢« 5 & 7 & ¢ 10 M 2 13 4 15 16 17 18 10 20 21 2 23 24 2 7 % 2 » =
9 Report
IL Resource Center Transaction Volume Recurring Amount
. $0.00
[0 Knowledge Base e
550
Figure 1: Home screen highlighting the left navigation bar
.
Benefits of The Vault

The Vault, securely saves your card information by encrypting all data the first time it'sentered and

processed. Envoy Business Systems replaces your card details with a unique token, keeping your data

secure from start to finish. Tokenization offers several benefits, including improved security, reduced risk

of fraud, and simplified PCI DSS compliance. It also allows merchants to offer a better customer

experience by eliminating the need for customers to repeatedly enter their card information.
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The merchant can add the following customer details such as Cardholder name, Customer name, phone
number, and email address to The Vault from processed transactions. In The Vault, the merchant can also
track customer data based on transactions and recurring billing payments. It is possible to edit customer

details after the initial entry.

Getting started

During the onboarding procedures, the ISO or Sub-ISO should include Vault as one of the modules for the
merchants in order to provide their merchant access to The Vault feature. In this sameway, merchants

should provide their operators access to The Vault feature.

& eack | Modules

Enable Merchant Portal Access @D | Enabled
O user Management @ Transaction [ oevice Management
[ Engage My customer O Ppromotions Q" shield AT
Contact Us ST My Tickets (3] vaun
B virtal Terminal

Figure 2: Onboarding screen showing The Vault feature

How to add a new customer to The Vault

This section provides step-by-step information for the merchants on how to add a new customer to The

Vault to extend access to its benefits.

Merchants have two distinct methods to add a new customer to The Vault. The first method involves

entering the customer's details manually and saving them for future transactions. The second method
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allows them to add the customer's card details from any recently completed customer transactions. Both

methods are explained below.

1. Visitthe ‘Add Customer’ page
Click on 'Add Customer’ option under The Vault on the side navigation bar. You will be directed to the ‘Add

Customer’ page.

2. Add customer details
Merchants will be able to add their new customer details. They are required to fill in all customer
information here, such as their PAN number, expiry date, card details, and address details. This option is

used to store customer details in The Vault.

Primary Account Number (PAN) is a unique identifying card number that’s present on credit cards, debit

cards, and other types of payment cards.

S+ Add Customer

Steave Rogers Payroc LLC 516-368-6641 steave001@gmail.com

CARD DETAILS (@ ADD CARD
Card Number Expiration Date Cardhelder Name Delete

visA | 411111111111 1M 12/25 STEAVE ROGERS 1]

ADDRESS DETAILS (@ ADD ADDRESS

Heme Address o

Set Shipping Address as Billing Address
Billing Address
Steave Rogers 4821 Gnatty Creek Road

Zip Code

Figure 3: The Vault page showcasing the option to add card details
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2+ Add Customer

Steave Rogers Payroc LLC 516-368-6641

CARD DETAILS

Card Number Expiration Date Cardholder Name
VISA Annnmmnmmnm 12/25 STEAVE ROGERS
ADDRESS DETAILS
Home Address ]

Set Shipping Address as Billing Address
Billing Address
Steave Rogers 4821

ZipCooe

steave0D1@gmail.com

® ADD CARD

Delete

(& ADD ADDRESS

Gnatty Creek Road

Figure 4: Add address details

3. Save the details

The merchant can store a maximum of five cards and address details per customer. After confirming the

details, all the customer details entered manually should be saved by clicking on the ‘Save’ option available

at the bottom of the page. These saved details can be easily accessed by merchants and operators for

future transactions.

S+ Add Customer

Billing Address

Steave Rogers 4821

153 10001
NY - New York v
Shipping Address

A

Gnatty Creek Road

MNew York

Figure 5: Vault page showcasing the ‘Address’ and ‘Save’ options
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1. Visit the ‘Transactions’ module

Click on the ‘Transactions’ option on the side navigation bar. The ‘Transactions’ module lists all the recent
transactions performed by the merchant. Merchants can add new customers through their previously
completed transactions using the 'Add to Vault' option. These older transactions could have been
conducted via various platforms, such as POS devices, mobile applications, RCKT devices, or integrated

e- commerce platforms. It's important to note that saved card details for Vault customers can only be

processed through the Virtual Terminal.

2. Select the ‘Add to The Vault’ option

The merchants can add a specific customer’s details to The Vault by selecting the vertical ellipsis next to the
customer’s transaction. A dropdown will appear, followed by selecting the ‘Add to Vault’ option. You will be

directed to the ‘Add Customer’ module.

@ Transactions View Open Batch >
Al Search Q ©@ [0 show Only Approved Transactions B wro v EXPORT @ 9 @ G

Date And Time TXN Type Card Number Initiated By Transaction Mode Store Invoice No Processor Name EPI Device Type AVS Status Differential
b 08/28/2024 0325 am €57 CREDIT SALE VISA 1111 John Smith Virtual Terminal John Smith . TSYS SIERRA 2319920579 Virtual Terming*
[5] view receipt
08/28/2024 0320 am EST  CREDIT SALE VISA 1111 Johin Smith Recurring Payment John Smith . TSYS SIERRA 2316020570 Virtual Terrnin
D) view open Batch
08/28/2024 0320 am £5T  CREDIT SALE VISA 1 John Smith Virtual Terminal John Smith - TSYS SIERRA 2319920579 Virtual Termin
ID settie saten

[ Vvoid Transaction

40 Issue Refund

<7 Send Promotion

<7 $end Campaign Promotion
T Open Ticket

B3 convert to Recurring Payment

[ Transaction Log

2 Add to Vault

Rowsonpage 50 v

Figure 6: ‘Transactions” module showcasing the 'Add to Vault' option

3. Add customer details

Within the ‘Add Customer’ module, merchants will be able to add their new customer details. You will be
required to fill in all customer information here, such as their personal details, shipping address, and billing
address. As these are transactions that have already been processed, the cardholder's name will

automatically appear as the customer's name, and the card details will also be displayed automatically.

Merchants can delete any stored card details or add new card details based on their requirements.
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4. Save the details

The merchant can store a maximum of five cards and address details per customer. After confirming the
details, all the customer details entered manually should be saved by clicking on the ‘Save’. These saved

details can be easily accessed by merchants and operators for future transactions.

= JOHN SMITH fa o « | B» Loso
.
3 2+ Add Customer
£ Home
©  user Management
% Billing Address
(@ Transactions
|:| Virtual Terminal Steave Rogers 4821 Gnatty Creek Road
D Device Management 2 .
153 10001 Mew York
[ Engage My Customer
NY - New York v
Shield RT
Contact Us Shipping Address.

Tickets

&3 settings
2] Report

source Cente
Resource Center

-

Figure 7: Add customer page showcasing the 'Save' option

How to view customer details

Click on the List Customers option under The Vault on the side navigation bar. The list customer page will
show a list of all their saved information, including the number of saved cards, total number of

transactions, contact information, number of recurring payments, and other details.

List Customer

Customer name - | Search Q, EXPORT c
Customer ID Customer Name Save Cards Email Address Phone Number No. of Transaction No. of Recurring Last Transaction Date
5761 Steave Rogers 1 steave0 0 @gmail.com 516-368-6641 2 1 08/28/2024

Figure 8: The ‘List Customer’ page showcasing the customer details
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How to edit customer details

This section provides step-by-step information for the merchant on how to view or edit customer details

stored on The Vault.

Merchants can view or edit customer details in two different ways. The first method involves selecting the
customer's details from the ‘View/Edit Customer’ Details module and updating them. The other method
allows them to add the customer's card details from any recent completed customer transactions. Both

methods are explained below.

1. Visit the ‘List Customer’ page

Click on the ‘List Customer’ option under The Vault on the side navigation bar and you will be directed to

the ‘List Customer’ page module.

2. Select the ‘View/Edit Customer’ option

Merchants can view or edit a specific customer’s details stored on The Vault by selecting the vertical ellipsis
next to the customer’s details. A dropdown will appear and select the ‘View/Edit Customer’ option. You will

be directed to the ‘Edit Customer’ page.

List Customer

Customer name .- | Search Q, EXPORT Ty

Customer D Customer Name Save Cards Email Address Phone Number Mo. of Transaction No. of Recurring Last Transaction Date

5761 Steave Rogers 1 steaved01@gmail com 516-368-6641 2 1 08/28/2024

& View/Edit Customer

B View Cards

@ View Transaction
B3 view Recurring

3 Process Transaction
Q Audit Log

M Delete Customer

Figure 9: The ‘List Customer’ page showcasing the 'View/Edit customer' option

3. Update the customer details

Merchants can view the selected customer’s stored information on this page. They can update the
customer’s card and personal details. Please note that a merchant can store a maximum of five cards and

address details for a customer.
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& eack | & Edit Customer

Comparty Name Phone Number Ermail Address
Payroc LLC 516-368-6641 steave001@gmail.com

CARD DETAILS @ ADD CARD

Card Number Cardholder Name Delete

VISA 000 NCO0NO0111 STEAVE ROGERS m

ADDRESS DETAILS (® ADD ADDRESS

Address Label Detail Edit Delete

Home Address 4821 Gnatty Creek Road, New York, NY - New York 10001 & ]

Figure 10: The ‘Edit Customer’ page showcasing the option to edit card details

Merchants can view the details of the customer’s home and office addresses by selecting the ‘View’ option.
If you are updating the address details, you can make changes wherever required. Ensure that you save all

your changes by clicking the ‘Update’ option.

Edit Address
Home Address
Set Shipping Address as Billing Address

Billing Address

Steave Rogers Gnatty Creek Road

158 New York

NY - New York

Shipping Address

Figure 11:’Edit Address’ option
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1. Visit the ‘Transactions’ module

Click on the ‘Transactions’ option on the side navigation bar. You will be directed to the ‘Transactions’

module. The module lists all the recent transactions performed by the merchants.
2. Select the ‘Edit customer on Vault’ option

The merchants can add a specific customer’s details to The Vault by selecting the vertical ellipsis next to the
customer’s transaction. A dropdown will appear, followed by selecting the ‘Edit Customer on Vault’ option.

You will be directed to the ‘Update the Customer details’ page.

Al Search Q. @ [ showonly Approved Transactions B wmro v EXPORT @ @ @ g

Date And Time TXN Type Card Number Initiated By Transaction Mode Store Involce No Processor Name EP1 Device Type AVS Status Differential
08/28/2024 0320 20 (E5T  CREDIT SALE visa 1nm John Smith Virtual Terminal John Smith - TSYS SIERRA 2319920579 Virtual Terminal - Card Differen
D 0B/28/20240320 M (857  CREDIT SALE VISA 1111 JohnSmith Recurring Payment  John Smith . TSYS SIERRA 2319920579  Virtual Terminal e

5] view Receipt
08/28/20240320 2M (€57 CREDIT SALE visa 1 John Smith virtual Terminal John Smith - TSYS SIERRA 2319920579 Virtual Terminal

D) view Open Batch

D) settle Batch

(B Woid Transaction

<7 Send Promotion

<7 Send Campaign Promotion
2 Open Ticket

[B Teansaction Log

& Edit Customer on Vault

Rows on page 50 «

Figure 12: The ‘Transactions’ module showcasing the 'Edit Customer on Vault’ option
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3. Update the customer details

Merchants can view all the stored information of the selected customer on this page. They can update the

details on the customer’s personal details and card details.

& sack | & Edit Customer

Company Name Phone Number Email Address

Payroc LLC 516-368-6641 steave001@gmail.com

CARD DETAILS @ ADD CARD

Card Number Cardholder Name Delete

VisA K 000K STEAVE ROGERS )}

ADDRESS DETAILS (@ ADD ADDRESS

ADDTEES LIS

Home Address (7]

Set Shipping Address as Billing Address

Billing Address

Customar Kare Srreet No Sreet Name

Steave Rogers 4821 Gnatty Creek Road

Figure 13: The ‘Edit Customer’ page

Add Card

Card Number *
AN IIm

Expiration Date * Cargholder Name

12/25 JOHN DEQ|

Figure 14: The ‘Add Card’ box to add new card details to The Vault
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Merchants can view the details on the customer’s home and office addresses by selecting the ‘View’
option. If you are updating the address details, you can make changes wherever required and please make
sure that you save all your changes by clicking on ‘Submit’ option. Please note that the merchant can store

a maximum of five cards and address details per customer.

After updating all details, click on ‘Update’ to save all the changes made to your customer details. These

saved details can be easily accessed by the merchants and operators for any future transactions.

How to view Vault transaction history

1. Visit the ‘List Customer’ module

Click on the ‘List Customer’ option under The Vault on the side navigation bar and you will be directed to

the ‘List Customer’ page module.

2. Select the ‘View transaction’ option

Merchants can view the transaction history of a specific customer’s details stored on The Vault by selecting
the vertical ellipsis next to the customer’s details. A dropdown will appear and select the ‘View

Transactions’ option. You will be directed to the entire transaction history of the customer, which was

performed with the help of The Vault and can be viewed. You can click on individual transaction for detailed

information.

List Customer

Customer name | Search Q EXPORT G

Customer ID Customer Name Save Cards Email Address Phone Number No. of Transaction No. of Recurring Last Transaction Date

5761 Steave Rogers 1 steave001@gmail.com 516-368-6641 2 1

Figure 15: The 'List Customer' page showcasing the 'View Transaction' option
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& sack | (@ Transactions

JOHN SMITH

ol o v | [ Locour
rall
View Open Batch >

Figure 17: Transaction details

How to process transactions

1. Visit the ‘List Customer’ module

Al Search Q © [0 showonly Approved Transactions B wmro ~ EXPORT @ @ @ =
Date And Time TXN Type Card Number Initiated By~ TransactionMode  Store Invoice No Processor Name  EPI Device Type AVSStatus  Differential
b 08/28/2024 032044 (657 CREDITSALE  WVISA 1111 JohnSmith  Recurring Payment  John Smith TSYS SIERRA 2310020579 Virtual Terminal NomCash Ch
b 06/28/202403204M (E5T CREDITSALE  WISA 1111 JohnsSmith  Virtual Terminal John Smith TSYS SIERRA 2319920579 Virtual Terminal Non-Cash ch
Figure 16: Transaction history

o Approved VIEW RECEIPT

£ 08/28/24 0320 AM&(EST) $100.00

Transaction Details

Card Brand VISA

Card Number
CardHolder

Base Amount

Tip

Tax

Differential Charge
RRN

Description
Customer Name

Transaction Completed Using

Device Details

4177 XXXX XXXX 1111

$100.00
$0.00
$0.00
$0.00

424107500190

Steave Rogers - 5761

VABLT

2319920579
Virtual Terminal

Vil

Click on the ‘List Customer’ option under The Vault on the side navigation bar and you will be directed to

the ‘List Customer’ page module.

2. Select the ‘Process transaction’ option

Merchants can process a new transaction with the details stored on The Vault by selecting the vertical

ellipsis next to the customer’s details. A dropdown will appear and select the ‘Process Transaction’ option.

You will be directed to the Virtual Terminal module, where you can process transactions.
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List Customer

Cuslomer name - | Search Q, EXPORT g
Cuslomer ID Customer Name Save Cards Email Address Phone Number No. of Transaction No. of Recurring Last Transaction Date
5761 Steave Rogers 1 steave001 @gmail com 516-368-6641 2 1 08/28720*

& View/Edit Customer
B view Cards
(@ view Transaction

B3 view Recuring

3 Process Transaction

Q Audit Log

M Delete Customer

Figure 18:The ‘List Customer’ page showcasing the 'Process Transaction' option

You can process different types of transactions such as sale, recurring, and refund transactions. If you're
processing a transaction for a customer using the stored data from The Vault, the cardholder's name will
automatically populate as the customer's name and address by default. You can also edit this information
as needed. Please note that CVV is not mandatory for processing the transaction. You can simply select the

card and process the transaction by entering the amount.

] Virtual Terminal el 2319920579(VT #1) v
Sale Recurring Authorization Refund E-Invoice ar Cash Enter Payment Info
Amount * Customer Name
$ 10,00 Steave Rogers - 5761
Invoice Number Description
[ Line ltems Available Cards
STEAVE ROGERS
@ VIsA . Q
o e Yo 00 00000000111
Address Label Detail
Summary ~
B Home Address 4821 Gnatty Creek Road, New York, NY - New York 10001 Base Amount $10.00
Set Shipping Address as Billing Address Total Amount $10.00
A L3 Details

Figure 19: The “Virtual terminal’ showcasing the ‘Sale’ option
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How to ‘View Recurring’ transactions

1. Visit the ‘List Customer’ module

Click on the ‘List Customer’ option under The Vault on the side navigation bar and you will be directed to

the ‘List Customer’ page module.

2. ‘View Recurring’ transactions

Merchants can view the recurring billing history of customer transactions with the details stored on The
Vault by selecting the vertical ellipsis next to the customer’s details. A dropdown will appear and select the
‘View Recurring’ option. You will be directed to the recurring billing page, where the details of the entire

recurring payments performed with the help of The Vault can be viewed.

List Customer
Customer name - [ Search Q EXPORT (L)
Customer ID Customer Name Save Cards Email Address Phene Number No. of Transaction Mo. of Recurring Last Transaction Date
5761 Steave Rogers 1 steave001@gmail com 516-368-6641 2 1 08/26/2024
&F View/Edit Customer
B View Cards
B Vview Recurring
5 Process Transaction
Q Audit Log
My Delete Customer
Figure 20: The ‘View Recurring’ option
& esack | Manage
Recurring Billing
Search a e EXPORT 9 =
V] Customer Name Type Frequency Start date Upcoming Payment Card Status Amourt Total No.Instal/Subs. Status Total Charged Amount
20056 Steave Rogers Subscription Monithly 08/28/2024 09/28/2024 100,00 5 @ _31 00.00
1 Payments

Figure 21: Summary of ‘Recurring’ payments
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How to view ‘Audit Log’

An audit log is a chronological record of changes made to customer data, including details of all
modifications to the merchant's data, along with information about who made the changes, when they

were made, and where they were performed.

1. Visit the ‘List Customer’ page

Click on the ‘List Customer’ option under The Vault on the side navigation bar and you will be directed to

the ‘List Customer’ page module.

2. View the ‘Audit Log’ option

Merchants can view the audit log by selecting the vertical ellipsis next to the customer’s details. A

dropdown will appear and select the ‘Audit Log’ option.

List Customer
Customer name - | Search Q, EXPORT G
Customer ID Customer Name Save Cards Emall Address Phone Number No. of Transaction No. of Recurring Last Transaction Date
5761 Steave Rogers 1 steave001@gmail.com 516-368-6641 2 1 08/28/202
& View/Edit Customer
B8 View
(@ view Transactio
[ view Recurring
5 Process Transaction
1 Delete Customer

Figure 22: The ‘List Customer’ page showcasing the 'Audit Log' option
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3. ‘View Changes’
Merchants can view all changes made to customer detail stored on The Vault by selecting the vertical
ellipsis next to the corresponding audit ID and selecting the ‘View Changes’ option. A box will appear that

shows all the detailed information on all modifications made to the customer's data.

View Changes

Audit 1D 11290 Add Customer
Event Data
Performed by John Smith e VAULT MANAGEMENT

Client : 183.82.32.26
Performed On 08/28/24 03:20 AM (EST) 46932

App PORTAL Browser : chrome

Added Changes

~ Customer Details New
~ AddressDetails

v CardDetails

Figure 23: The ‘View changes’ box

How to delete a customer

1. Visit the ‘List Customer’ page

Click on the ‘List customer’ option under The Vault on the side navigation bar and you will be directed to

the ‘List Customer’ page module.

2. Delete a customer

Merchants can delete a customer’s stored details by selecting the vertical ellipsis next to the customer’s
details. A dropdown will appear and select the ‘Delete Customer’ option. Provide confirmation to deletethe

customer details by selecting ‘Yes'.
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BUSINESS SYSTEMS

[E List Customer

Customername ~ |  Search Q EXPORT i

11} Name Save Cards Email Address Phone Number No. of Transaction No. of Recurring Last Transaction Date

5761 Steave Rogers 1 steave001 @gmail.com 516-368-6641 2 1 08/28/20" «
& View/Edit Customer

B View Cards

(@) View Transaction
[ View Recurring

I Process Transaction

Q Audit Log

[ Delete Customer

Figure 24: The ‘List Customer’ page showcasing the 'Delete Customer' option

Are you sure you want to delete this customer?

Figure 25: The ‘Delete Customer’ confirmation box
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Conclusion

In conclusion, at Envoy Business Systems, we are committed to simplifying and enhancing your payment
processingexperience. Our focus on seamless service, transparency, and innovative solutions like Vault

underscores our dedication to improving customer relationships and delivering exceptional value.

Contact details

If you have any questions or need assistance, please don't hesitate to reach out to our team at

ops@envoybusinesssystems.com or call us at 888-588-5484. We appreciate your trust in us and look forward

to serving your payment processing needs.
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